PART 2006

MANAGEMENT

Subpart Z - Information Systens Security

2006.
2006.
2006.
2006.

2006.
2006.
2006.
2006.

2006.
2006.

1251
1252
1253
1254

1255
1256
1257
1258

1259
1260

Pur pose.
Pol i cy.
Definitions.
Aut hority.
(a) National.
(b) Departnental.
Backgr ound.
Applicability.
Program obj ecti ves.
Responsi biliti es.
(a) Autonation Review Council.
(b) Cnhief Information Oficer.
(c) Security Oficer.
(d) Assistant Adm nistrator for Human Resour ces.
(e) Deputy Chief Information Officer
(f) State and Regional Directors and other Rura
Devel opnent Managenent O ficial s.
Informati on Systens Security Handbook
Informati on Systens Security program el ements.
(a) Automation security policies,
st andards, and gui del i nes.
(b) Assignment of security responsibilities.
(c) HEfective use of protective technol ogy.
(d) Security education and training.
(e) R sk nmanagenent.
(f) Recurring security inspections and reviews.
(g) Contingency planning.
(h) Security accreditation of sensitive

TABLE OF CONTENTS

i nformati on applications.

2006. 1261 - 2006. 1300 [ Reserved]

(07- 16- 97)

o0o

PN 279

RD I nstructi on 2006-Z

Page

g~ b Db A WWW NN N R

()]

~

000~~~ ~

oo
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PART 2006 - MANAGEMENT
Subpart Z - Information Systens Security
§ 2006. 1251 Purpose.

This Instruction establishes the policy supporting programgoals, and the
assi gnnent of responsibilities for the nanagement, inplementation, and
operation of the Informati on Systens Security program This Instruction
applies to Rural Devel oprent.

§ 2006. 1252 Policy.

It is the policy of Rural Devel opnent to establish and naintain an
effective Information Systens Security programthat conplies with applicable
national, and departnental Information Systens Security policies and addresses
Rural Devel opment’ s uni que requirements for confidentiality, integrity, and
availability. The Information Systens Security programwl|:

(a) Assure that appropriate, conprehensive and cost effective
saf eguards are enpl oyed to protect sensitive information resident on or
communi cat ed through Rural Devel opnent’s autonated information systens;

(b) Assure that the information security managenent and technol ogy
i ssues associated with the use of automated systens are properly
addressed t hrough the establishment and nai ntenance of an effective
I nformati on Systens Security program

(c) Assure the measures used to safeguard sensitive information,

associ ated el ectroni c processing equi pnent, and facilities are
comrensurate with the inportance of the information systens to the Rural
Devel opnent m ssion, the sensitivity and criticality of the information
bei ng processed, and the risk environment. Control neasures enpl oyed to
manage systens security risk shall be both cost and technically
effective.

§ 2006.1253 Definitions.
Automated informati on system . The organi zed automated col | ecti on,

processi ng, transm ssion, and di ssem nation of information in accordance
with defined procedures (OVB G rcul ar A-130).

DI STRI BUTI O\ WsDC Admi ni stration
Managenent

(07-16-97) PN 279



RD I nstructi on 2006-Z
§ 2006. 1253 (Con.)

Automated i nformati on systens security . The nmanagerial, technical, and
physi cal safeguards used to assure the confidentiality, integrity, and
availability of sensitive informati on processed by or transnitted

t hrough Rural Devel oprment aut omated informati on systens

(Pub. L. 100-235/0OvB G rcul ar A-130).

Security Oficer . The senior Rural Devel opnent official charged with
the operational responsibility for inplementing the Infornation Systens
Security program

Sensitive information . Information that required protection due to the
ri sk and nmagnitude of loss or harmthat could result frominadvertent or
del i berate disclosure, alteration, or destruction of the infornation.
The termincl udes information whose inproper use or disclosure could
adversely affect the ability of an Agency to acconplish its m ssion,
proprietary data, records about individuals requiring protection under
the Privacy Act, and information not rel easabl e under the Freedom of

I nformation Act.

§ 2006.1254 Authority.

The legal and regulatory requirements for the Rural Devel opnent
Informati on Systens Security programincl ude:

(a) National .
(1) Pub. L. 100-235. “The Conputer Security Act of 1987.”
(2) awB Grcular A-130, Appendix I11.

(3) Federal Managers Financial Integrity Act of 1983 and
suppl ement ary gui dance set forth in OMB Grculars A-123 and A 127.

(4) The Privacy Act of 1974.

(b) Departnental .

(1) Departmental Regul ation (DR 3140-1.

(2) Departnental Manual 3140-1.
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§ 2006. 1255 Background.

The increased use of distributed informati on systens to store, process,
and communi cate sensitive informati on throughout Rural Devel opnent has added a
new di mensi on of conplexity to the traditional security concerns confronting
managers and enpl oyees. The continuing integration of conputer and
t el ecomruni cati ons technol ogi es further conplicates the information systens
security problem The significant benefits to be gained fromusing this
t echnol ogy nmust be acconpani ed by the inplenmentation of an Information Systens
Security programthat enables the productive use of conputer technol ogy while
reduci ng the associ ated security risks to an acceptabl e | evel

§ 2006. 1256 Applicability .

This Instruction and associ ated Rural Devel opnent information systens
security standards and guidelines apply to all Rural Devel opnent
organi zational elenents and to ot her conponents of the Departnent of
Agriculture having data resident on Rural Devel opment conputer systens. They
apply also to contractors providing informati on processi ng services to Rura
Devel opnent. As specified in the Conputer Security Act of 1987, this
Instruction and its inplenenting procedures, standards, and guidelines apply
to Federal conputer systens operated on behalf of Rural Devel opment by a state
or |l ocal governnment or other organi zation to acconplish a Federal function

§ 2006. 1257 Program objectives .

The objectives of the Rural Devel opnent Information Systens Security
programare to:

(a) Provide uniformpolicy and centralized gui dance on the various
aspects of infornation systens security;

(b) Establish and enforce requirements for the protection of personal
proprietary, and other types of sensitive information agai nst
di scl osure, nodification, or destruction as appropri ate;

(c) Protect funds, supplies, and material fromfraud, theft,
m sappropriation, or msuse;

(d) Maintain the continuity of Rural Devel opment operations by

preventing the occurrence or mnimzing the inmpact of security rel ated
events that interfere with normal information processing operations;
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§ 2006. 1257 (Con.)

(e) Support the goals and objectives of the Rural Devel oprment I|nternal
Control program

(f) Assure that appropriate security planning and ri sk managenent
requirenents are integrated into the Rural Devel opnent systens
devel opnent process; and

(g) Provide security awareness and training to pronote infornation
systens security awareness and accountability at all levels within Rural
Devel opnent .

§ 2006.1258 Responsibilities .

(a) Automation Review Council . The Automati on Review Council (ARC) is
conpri sed of senior managers in Rural Devel opment who provi de gui dance
and approval for the Agency’s automati on program The ARC approves
security policies.

(b) Chief Information Oficer . The Chief Information Oficer (AQ is
the senior information systens nmanagenent security officer for Rural
Devel opnent. In this capacity, the A Ois responsible for the

devel opnent and nai nt enance of a conprehensive, state-of-the-art, and
cost effective Information Systens Security programthat will assure
conpliance with established national and operational responsibility for
the Informati on Systens Security programthrough the activities of the
Rural Devel oprment Security Oficer.

(c) Security Oficer . The Security Oficer is responsible for
pl anni ng, devel opi ng, and directing a conprehensive Information Systens
Security program The Security Cficer will:

(1) Monitor and report on Rural Devel opnent conpliance wth
nati onal and departnental information systens security policies and
st andar ds.

(2) Establish Rural Devel opnent information systens security goals
and obj ectives and devel op nanagenent i npl ementati on plans for

achi eving these goals. Coordinate, as necessary, the actions of
conponents having col lateral responsibilities.

(3) Develop, coordinate, inplenent, interpret, and naintain
security policies, procedures, and guidelines for the protection of
Rural Devel oprment informati on systens assets.
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(4) Devise and inplenent a conprehensive risk nmanagenent program
whi ch assures that security risks are identified, considered, and
mtigated through the devel opnent of cost effective security
controls inplemented at the application, system network, or
facility levels. The Rural Devel opnent risk management program al so
i ncl udes the devel opnent and nai nt enance of computer security plans,
as well as the security certification and accreditation of sensitive
appl i cati ons.

(5) Conduct periodic information systens security risk assessnents,
security evaluations, or internal control reviews of operationa
Rural Devel opment automated informati on systenms and facilities.

(6) Provide consolidated budgetary planning and revi ew for
i nformati on systens security equipment, control software, and
servi ces.

(7) Serve as the principal information systens security consultant
to Rural Devel opnent conponents that use, devel op, or operate
aut onat ed i nfornation systens.

(8) Support the goals and objectives of the Privacy Act of 1974 by
est abl i shing appropri ate physical, systemc, and procedura

saf equards to assure the confidentiality of personal information
processed by Rural Devel oprment aut omated systens.

(d) Assistant Admnistrator for Hunan Resources . The Assistant

Adm ni strator for Human Resources is responsible for assuring the
establ i shment of security designations established by the Ofice of
Per sonnel Managenent for governnent enpl oyees and contractors invol ved
in the use operation, and devel opment of Federal automated information
syst ens.

(e) Deputy Chief Information Oficer . The Deputy Chief Information
Oficer is responsible for

(1) Ensuring that the security responsibilities inherent in the
managenent function for Rural Devel opment national systens are net
t hrough t he devel oprment and i npl enentati on of appropriate

adm ni strative, operation, and physical controls.
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(f)

(2) Establishing a nanagenent control process to ensure appropriate
saf eguards, security requirements, and auditing nechani sns are
incorporated into all new and significant nodifications to existing
sensitive national Rural Devel opment conputer applications.

(3) Preparing, testing, and naintaining contingency plans for the
Rural Devel oprment conputer applications.

(4) Ensuring that Rural Devel opnent conputer applications are
certified and accredi t ed.

(5) Assisting in the inplenmentation and support of the Rura
Devel opnent security programset forth in the policies, standards,
and gui del i nes devel oped by the Rural Devel oprent Security O ficer

State and Regional Directors and other Rural Devel opnent Managenent

Oficials. These Drectors and Oficials will:

(1) Inplenent established Rural Devel opnent information security
policies within their jurisdictions.

(2) Pronote information security awareness and the ethical use of
aut onat ed systens.

(3) Appoint an Information Systens Security Representative in
accordance with requirenments of the Information Systenms Security
Handbook

(4) Ensure that security requirements are included in the
specification and/or contract for the acquisition or operation of
conmputer facilities, equipment software packages, or rel ated
servi ces.

(5) Issue appropriate security instructions needed to inplenent the
provi sions, the security policies, and standards established in
Rural Devel oprment directives.

(6) Pronptly report to the Security Oficer or other appropriate
officials any breaches of security, events that may indicate a
security violation, or attenpts to gain unauthorized access to Rura
Devel opnent conputer systens or the data resident on these systens.

(7) Certify and accredit sensitive applications.
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§ 2006.1259 Information Systens Security Handbook

The Rural Devel opnment Information Systens Security Handbook provi des nore
detail ed standards and gui dance whi ch support the Informati on Systens Security
pr ogr am

§ 2006.1260 Information Systens Security program el enents

The Information Systens Security programw || be conmposed of a bal anced,
cost effective conbination of managerment and staff actions, operation
activities, and technol ogi cal control neasures. The program el ements, which
are detailed in the Informati on Systens Security Handbook, are briefly
descri bed bel ow The el ements consist of diverse functional security areas
that are integrated into a conprehensive infornation systens security program

(a) Automation security policies, standards, and guidelines . The
foundation of the Information Systens Security programis the

devel opnent, inplenentati on, and conpliance with policies, standards,
and gui del i nes.

(b) Assignment of security responsibilities . Managers shall ensure
that responsibilities for informati on systens security are clearly
communi cated to all enployees. Wen required by the size and inportance
of the conputer resources and/or the sensitivity of the infornation
processed, an Infornation Systens Security Representative may be
formally designated to exercise security managenent functions on behal f
of the responsi bl e manager

(c) FEffective use of protective technology . Rural Devel opnent shall
seek to fully enploy avail abl e hardware, software, and communi cati ons
security technol ogy. New information technol ogy procurenents shall be
reviewed to:

(1) Assure that appropriate security is integrated into systens
desi gns; and

(2) Assure that advances in security technol ogy are obtained for
use within Rural Devel oprent.

(d) Security education and training . Education and training conprise a
key elenent in the Informati on Systens Security program Information
Systens Managers, technical staff, and users shall be famliar with the
establ i shed goal s of the security programand be apprised of their role
in maki ng the programeffective.
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§ 2006. 1260 (Con.)

(e) Risk managenent . The Rural Devel opment shall, to the maxi mum
extent feasible, inplement a risk managenent programthat incorporates
cost justified baseline physical and procedural controls for simlar
systens while allowi ng for |ocal variances based upon an assessmnent of
the informati on processing environment.

(f) Recurring security inspections and reviews . Rural Devel oprent
i nformati on systens shall be afforded periodic security inspections and
reviews as are required by national and departmnental policies.

(g) GContingency planning . The increased dependence on aut onated
informati on systens nakes it essential that plans and procedures be
prepared and maintai ned to:

(1) Mnimze the danage and di sruption caused by undesirable
events; and

(2) Provide for the continued performance of essential system
functions and services.

(h) Security accreditation of sensitive infornation applications
formal security accreditation process shall be inplemented to assure
that appropriate controls have been designed into sensitive conputer
applications. An essential feature of this process will be the
responsi bility of management in the determination of contro

requi renents and the assessnment of the internal control environnent for
the application

88 2006. 1261 - 2006.1300 [Reserved]
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